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PROGRAMMABLE INTEROPERABLE APPLIANCE REMOTE CONTROL 
BACKGROUND OF THE INVENTION 

1 . Field of the Invention 

The present invention relates to wireless remote control of appliances 
5 such as, for example, garage door openers. 

2. Background Art 

Home appliances, such as garage door openers, security gates, home 
alarms, lighting, and the like, may conveniently be operated from a remote control. 
Typically, the remote control is purchased together with the appliance. The remote 

10 control transmits a radio frequency activation signal which is recognized by a 
receiver associated with the appliance. Aftermarket remote controls are gaining in 
popularity as such devices can offer functionality different from the original 
equipment remote control. Such functionality includes decreased size, use with 
multiple appliances, increased performance, and the like. Aftermarket controllers 

15 are also purchased to replace lost or damaged controllers or to simply provide 
another remote control for accessing the appliance. 

An example application for aftermarket remote controls are remote 
garage door openers integrated into an automotive vehicle. These integrated remote 
controls provide customer convenience, increased safety, multiple door operation, 
20 and enhanced vehicle value. Present in-dash vehicle integrated remote controls 
provide a "universal" or programmable garage door opener which learns 
characteristics of an existing transmitter then, when prompted by a user, generates 
an activation signal having the same characteristics. 

Two types of activation signals are commonly used, those based on 
25 a fixed code and those based on a rolling code. Fixed code activation signals 
transmit the same code word with each activation transmission. Typically, the fixed 
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code word may be set by the user in the receiver and any transmitters. This may be 
accomplished by setting jumpers or DIP switches to a matching pattern in the 
receiver and transmitters. 

In contrast, rolling code activation signals include a different code 
5 word with each activation transmission. The rolling code code word is typically 
generated by encrypting a counter value with a crypt key. The crypt key is based 
on a transmitter identifier number maintained by the transmitter. 

Rolling code appliance receivers must "learn" a transmitter before the 
transmitter can be used to activate the appliance. This is done by placing the 

10 receiver in learn mode and then keying the transmitter to send an activation signal. 
The activation signal includes the transmitter identifier and a rolling code word. The 
receiver uses the transmitter identifier to generate a crypt key. The receiver then 
uses the crypt key to decrypt the rolling code word, yielding a counter value. The 
receiver stores the counter value and crypt key associated with the transmitter 

15 identifier. The receiver then drops out of learn mode and is ready for normal 
operation. 

One advantage of rolling code activation schemes is the ability of an 
appliance receiver to reject previously transmitted activation signals. This prevents 
false activation from reflections as well as from unauthorized access by 

20 retransmission of an activation signal grabbed from the air. The receiver 
accomplishes this task by decrypting a received rolling code to obtain a counter value 
maintained by the transmitter. This counter value is compared to an expected 
counter value associated with the transmitter identifier received together with the 
decrypted rolling code. If the received counter value is less than the expected 

25 counter value, the receiver treats the received activation signal as an invalid signal. 

A problem therefore arises if two transmitters have the same 
transmitter identifier. After no more than one activation by either transmitter, one 
of the transmitters will have a counter value less than the other transmitter. When 
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encrypted and transmitted, the lesser counter value will result in an activation signal 
ignored by the receiver, rendering that transmitter useless. 

What is needed is a universal remote controller that may be 
programmed by an existing rolling code transmitter and then function together with 
5 the existing transmitter in activating an appliance. 

SUMMARY OF THE INVENTION 

The present invention provides a universal remote control that 
establishes a new transmitter identifier when programmed to a particular rolling code 
scheme. 

10 A method of activating an appliance remotely controllable by an 

existing transmitter is provided. The appliance responds to a radio frequency 
activation signal based on one of a plurality of rolling code schemes. At least one 
activation signal transmitted from an existing transmitter is received. The activation 
signal includes an existing transmitter identifier. The activation signal is examined 

15 to determine which of the plurality of rolling code schemes was used by the existing 
transmitter to generate the received activation signal. A new transmitter identifier, 
different from the existing transmitter identifier, is determined based on the rolling 
code scheme. A new activation signal including the new transmitter identifier is 
transmitted based on the determined rolling code scheme. 

20 In an embodiment of the present invention, the new activation signal 

is transmitted after receiving an activation input. Similarly, the determination as to 
which rolling scheme was used by the existing transmitter follows reception of a 
programming mode input. 

In another embodiment of the present invention, determination is made 
25 as to whether the received activation signal is based on one of a plurality of fixed 
code schemes or on one of a plurality of variable code schemes. If the received 
activation signal is based on one of the fixed code schemes, a fixed code received 

-3- 



LEAR 03959 PUS 
03959 



in the activation signal is stored. The stored fixed code is used to transmit an 
activation signal. 

Determining whether the received activation signal is based on one 
of the fixed code schemes may include receiving at least two activation signals from 
5 the existing transmitter and comparing at least corresponding portions of the received 
signals to determine any differences. 

A system for operating an appliance is also provided. The system 
includes a receiver and a transmitter. Control logic operates in a learn mode to 
determine and store a new transmitter identifier different from any existing 
10 transmitter identifier received in at least one rolling code activation signal transmitted 
by the existing transmitter. In an operate mode, the control logic generates a new 
activation signal different from any activation signal transmitted by the existing 
transmitter. The new activation signal includes the new transmitter identifier. 

A method of programming a programmable radio frequency appliance 
15 remote control is also provided. A signal, based on one of a plurality of activation 
schemes, is received from an existing radio frequency remote control. A 
determination is made as to whether the received signal was generated using one of 
a plurality of rolling code activation schemes. If so, an indication as to which rolling 
scheme was used to generate the received signal is stored. A new transmitter 
20 identifier, different from an existing transmitter identifier associated with the existing 
transmitter, is also determined and stored. 

The above features, and other features and advantages of the present 
invention are readily apparent from the following detailed description thereof when 
taken in connection with the accompanying drawings. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

FIGURE 1 is a block diagram illustrating an appliance control system 
according to an embodiment of the present invention; 

FIGURE 2 is a schematic diagram illustrating activation signal 
5 characteristics according to an embodiment of the present invention; 

FIGURE 3 is a block diagram illustrating rolling code operation that 
may be used with the present invention; 

FIGURE 4 is a block diagram of an appliance controller according 
to an embodiment of the present invention; 

10 FIGURE 5 is a block diagram illustrating control logic and a user 

interface according to an embodiment of the present invention; and 

FIGURE 6 is a flow diagram illustrating universal controller operation 
according to an embodiment of the present invention. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 

15 Referring to Figure 1, a block diagram illustrating an appliance 

control system according to an embodiment of the present invention is shown. An 
appliance control system, shown generally by 20, allows one or more appliances to 
be remotely controlled using radio transmitters. In the example shown, radio 
frequency remote controls are used to operate a garage door opener. However, the 

20 present invention may be applied to controlling a wide variety of appliances such as 
other mechanical barriers, lighting, alarm systems, temperature control systems, and 
the like. 

Appliance control system 20 includes garage 22 having a garage door, 
not shown. Garage door opener (GDO) receiver 24 receives radio frequency 
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control signals 26 for controlling a garage door opener. Activation signals 26 have 
a transmission scheme which may be represented as a set of receiver characteristics. 
One or more existing transmitters (ET) 28 generate radio frequency activation signals 
26 exhibiting the receiver characteristics in response to a user depressing an 
5 activation button. 

A user of appliance control system 20 may wish to add a new 
transmitter to system 20. For example, vehicle-based transmitter 30 may be installed 
in vehicle 32, which may be parked in garage 22. Vehicle-based transceiver 30 
receives at least one activation signal 26 from existing transmitter 28. Vehicle-based 

10 transmitter 30 determines whether existing transmitter 28 operates using a fixed code 
scheme or a rolling code scheme by examining activation signal 26. If a rolling code 
scheme is used, vehicle-based transceiver 30 determines a new transmitter identifier 
compatible with the scheme used to generate activation signal 26. The new 
transmitter identifier is different from the transmitter identifier used by existing 

15 transmitter 28. Transceiver 30 generates activation signal 34 which, for rolling code 
systems, is different from an activation signal 26 sent by existing transmitter 28. 
This allows both existing transmitter 28 and vehicle-based transceiver 30 to be used 
with garage door opener receiver 24. 

Referring now to Figure 2, a schematic diagram illustrating activation 
20 signal characteristics according to an embodiment of the present invention is shown. 
Information transmitted in an activation signal is typically represented as a binary 
data word, shown generally by 60. Data word 60 may include one or more fields, 
such as transmitter identifier 62, function indicator 64, code word 66, and the like. 
Transmitter identifier (TRANS ID) 62 uniquely identifies a remote control 
25 transmitter. Function indicator 64 indicates which of a plurality of functional buttons 
on the remote control transmitter were activated. Code word 66 helps to prevent 
misactivation and unauthorized access. 

Several types of codes 66 are possible. One type of code is a fixed 
code, wherein each transmission from a given remote control transmitter contains the 
30 same code 66. In contrast, variable code schemes change the bit pattern of code 66 
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with each activation. The most common variable code scheme, known as rolling 
code, generates code 66 by encrypting a counter value. After each activation, the 
counter is incremented. The encryption technique is such that a sequence of 
encrypted counter values appears to be random numbers. 

5 Data word 60 is converted to a baseband stream, shown generally by 

70, which is an analog signal typically transitioning between a high voltage level and 
a low voltage level. Various baseband encoding or modulation schemes are possible, 
including polar signaling, on-off signaling, bipolar signaling, duobinary signaling, 
Manchester signaling, and the like. Baseband stream 70 has a baseband power 
10 spectral density, shown generally by 72, centered around a frequency of zero. 

Baseband stream 70 is converted to a radio frequency signal through 
a modulation process shown generally by 80. Baseband stream 70 is used to 
modulate one or more characteristics of carrier 82 to produce a broadband signal, 
shown generally by 84. Modulation process 80, mathematically illustrated by 

15 multiplication in Figure 2, implements a form of amplitude modulation commonly 
referred to as on-off keying. As will be recognized by one of ordinary skill in the 
art, many other modulation forms are possible, including frequency modulation, 
phase modulation, and the like. In the example shown, baseband stream 70 forms 
envelope 86 modulating carrier 82. As illustrated in broadband power spectral 

20 density 88, the effect of modulation in the frequency domain is to shift baseband 
power spectral density 72 to be centered around the carrier frequency,/, of carrier 
82. 

Referring now to Figure 3, a block diagram illustrating rolling code 
operation that may be used with the present invention is shown. Remotely controlled 

25 systems using rolling code require crypt key 100 in both the transmitter and the 
receiver for normal operation. Typically, crypt key 100 is generated using key 
generation algorithm 102 based on transmitter identifier 62 and a manufacturing 
(MFG) key 104. Crypt key 100 and transmitter identifier 62 are then stored in a 
particular transmitter. Counter 106 is also initialized in the transmitter. Each time 

30 an activation signal is sent, the transmitter uses encrypt algorithm 108 to generate 
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rolling code 110 from counter 106 using crypt key 100. The transmitted activation 
signal includes rolling code 110 and transmitter identifier 62. 

A rolling code receiver is trained to a compatible transmitter prior to 
operation. The receiver is placed into a learn mode. Upon reception of an 
5 activation signal, the receiver extracts transmitter identifier 62. The receiver then 
uses key generation algorithm 102 with manufacturing key 104 and received 
transmitter identifier 62 to generate crypt key 100 identical to the crypt key used by 
the transmitter. Newly generated crypt key 100 is used by decrypt algorithm 112 
to decrypt rolling code 110, producing counter 114 equal to counter 106. The 
10 receiver then saves counter 114 and crypt key 100 associated with transmitter 
identifier 62. As is known in the encryption art, encrypt algorithm 108 and decrypt 
algorithm 1 12 may be the same algorithm. 

In normal operation, when the receiver receives an activation signal, 
the receiver first extracts transmitter identifier 62 and compares transmitter identifier 

15 62 with all learned transmitter identifiers. If no match is found, the receiver rejects 
the activation signal. If a match is found, the receiver retrieves crypt key 100 
associated with received transmitter identifier 62 and decrypts rolling code 110 from 
the received activation signal to produce counter 114. If received counter 106 
matches counter 1 14 associated with transmitter identifier 62, activation proceeds. 

20 Received counter 106 may also exceed stored counter 1 14 by a preset amount for 
successful activation. 

Another rolling code scheme generates crypt key 100 based on 
manufacturing key 104 and a "seed" or random number. An existing transmitter 
sends this seed to an appliance receiver when the receiver is placed in learn mode. 
25 The transmitter typically has a special mode for transmitting the seed entered, for 
example, by pushing a particular combination of buttons. The receiver uses the 
"seed" to generate crypt key 100. As will be recognized by one of ordinary skill 
in the art, the present invention applies to the use of a "seed" for generating a crypt 
key as well as to any other variable code scheme. 
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Referring now to Figure 4, a block diagram of a wireless transceiver 
that may be used to implement the present invention is shown. Wireless transceiver 
30 includes a receiver section, shown generally by 120, and a transmitter section, 
shown generally by 122. Receiver section 120 includes antenna 124, sampler 126, 
5 digital radio frequency memory (DRFM) 128, detector 130 and control logic 132. 
Control logic 132 monitors the output of detector 130, which receives input from 
antenna 124. When control logic 132 detects valid data from detector 130, control 
logic 132 waits until a period when the carrier is present on the signal received on 
antenna 124. Control logic 132 asserts the "record" input to DRFM 128. By 
10 asserting "play" and "select," control logic 132 can shift the sampled carrier from 
DRFM 128 into control logic 132 over bus 134. 

Transmitter section 122 includes antenna 136, which may be the same 
as antenna 124, filter 138, variable gain amplifier 140, DRFM 128 and control logic 
132. Control logic 132 can load DRFM 128 with a sampled carrier stream by 

15 asserting "select" and "record," then shifting the carrier stream into DRFM 128 on 
bus 134. The bit stream representing a carrier may have been previously received 
and sampled or may have been preloaded into control logic 132. Control logic 132 
generates a modulated carrier on DRFM output 142 by asserting the "play" control 
line with the desired data word. The amplitude modulated signal on DRFM output 

20 142 is amplified by variable gain amplifier 140 and filtered by filter 138 before 
transmission by antenna 136. 

A DRFM transceiver similar to the system illustrated in Figure 4 is 
described in U.S. patent application Serial No. 10/306,077, entitled "Programmable 
Transmitter and Receiver Including Digital Radio Frequency Memory," filed 
25 November 27, 2002, which is herein incorporated by reference in its entirety. 

Referring now to Figure 5, a block diagram illustrating control logic 
and a user interface according to an embodiment of the present invention is shown. 
Control logic 132 may be implemented with microcontroller 150 including one or 
more processors, volatile memory, scratch memory, interface electronics, and the 
30 like. Alternatively, or in addition to microcontroller 150, control logic 132 may be 
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implemented with discrete analog and/or digital components, programmable logic 
devices, custom integrated circuits, and the like. 

A user interface, shown generally by 152, provides means for 
accepting input from a user and for displaying output to a user. The example 
5 illustrated in Figure 5 supports three channels. Each channel includes a pushbutton, 
one of which is indicated by 154, and an indicator lamp, one of which is indicated 
by 156. Each pushbutton 154 drives a digital input (DI) on microcontroller 150. 
Each lamp 156 is driven by a digital output (DO) on microcontroller 150. 
Pushbuttons 154 may be used as activation and programming mode inputs. 

10 Microcontroller 150 provides DRFM control signals 158 described 

above as "play," "record" and "select." Microcontroller 150 implements bus 134 
using serial data line 160 and serial clock line 162. Microcontroller 150 provides 
variable amplifier control 164 from an analog output (AO). Alternatively, variable 
amplifier 140 may be controlled by a digital output from microcontroller 150 which 

15 is converted into an analog signal by an external analog-to-digital converter. Finally, 
microcontroller 150 includes digital input detector data 166 for sampling the output 
of detector 130 during learn mode. 

Referring now to Figure 6, a flow diagram illustrating universal 
controller operation according to an embodiment of the present invention is shown. 
20 As will be appreciated by one of ordinary skill in the art, the operations illustrated 
are not necessarily sequential operations. Similarly, operations may be performed 
by software, hardware, or a combination of both. The present invention transcends 
any particular implementation and the aspects are shown in sequential flow chart 
form for ease of illustration. 

25 User input is received, as in block 170. For example, microcontroller 

150 can detect a depression of pushbutton switch 154. The desired function is 
identified, as in block 172. If pushbutton 154 is held for a brief period of time, the 
user is providing an activation input. If the user depresses pushbutton 154 for an 
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extended period of time, the user places the channel represented by pushbutton 154 
into learn mode. 

A determination is made as to whether or not the programmable 
controller is in learn mode, as in block 174. If so, one or more signals from existing 
5 transmitters are received, as in block 176. Programmable controller 30 preferably 
provides an output signal prompting the user to key existing transmitter 28. Once 
programmable transmitter 30 receives activation signal 26 from existing transmitter 
28, a determination is made as to whether or not activation signal 26 uses rolling 
code, as in block 178. One method for determining whether activation signal 26 is 
10 a fixed code signal or a rolling code signal is to have the user key existing 
transmitter 28 twice. If activation signal 26 is the same in both instances, activation 
26 is a fixed code signal. If the data word in activation 26 varies between the two 
transmissions, activation signal 26 is a rolling code signal. 

If the received activation signal is not a rolling code signal, the fixed 
15 code scheme is identified, as in block 180. The scheme used to generate activation 
signal 26 may be determined from one or more characteristics of activation signal 
26. These characteristics include the number of bits transmitted, the base band data 
rate, the base band modulation scheme, the broadband frequency, the broadband 
modulation scheme, and the like. Once the fixed code scheme is identified, the fixed 
20 code is extracted and stored, as in block 182. 

Returning to block 178, if received activation signal 26 was generated 
using a rolling code scheme, the rolling code scheme is identified, as in block 184. 
Once again, identifying the rolling code scheme may be accomplished by examining 
the characteristics of activation signal 26. The rolling code scheme may also be 

25 identified through programming mode input. A check is made in block 186 to 
determine if the crypt key was sent in transmission 26, as in block 186. If not, a 
new transmitter identifier is determined, as in block 188. A crypt key is generated, 
as in block 190, using the new transmitter identifier and/or a random number seed 
sent in transmission signal 26. If the crypt key was sent in signal 26, the crypt key 

30 is obtained from the existing transmitter, as in block 192. The crypt key, transmitter 
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identifier, and any other relevant information is stored in memory associated with the 
channel being trained. 

Returning now to block 174, if user input indicates an activation input 
was received, a data word is constructed, as in block 194. Construction of the data 
5 word is based on the identified fixed or rolling code scheme associated with the 
activation input channel. In the case of a rolling code scheme, the data word 
includes the new transmitter identifier and a rolling code value. A carrier is 
modulated with the data word, as in block 196, and transmitted as activation signal 
34. 

10 Once transceiver 30 has been programmed to generate a rolling code 

activation signal, appliance receiver 24 is trained to learn new transmitter identifier 
62 held by transceiver 30. This is accomplished by placing appliance receiver 24 
in learn mode and activating the appropriate input channel on transceiver 30. 

While embodiments of the invention have been illustrated and 
15 described, it is not intended that these embodiments illustrate and describe all possible 
forms of the invention. Rather, the words used in the specification are words of 
description rather than limitation, and it is understood that various changes may be 
made without departing from the spirit and scope of the invention. 
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